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ABSTRACT 

The cryptography areas of application are traditionally very diverse. The booming industry nowadays is the secure transmission of 

data (images, text, video ...). In this research work, a novel encryption scheme for secure transfer message is developed. The system 

allows to crypt and decrypt personal data. The proposed encryption message scheme is simple and highly efficient. The system has 

been implemented using stream cipher algorithm based on Chaotic Henon Congruential Generator (CHCG). The system has been 

tested using an example and three different methods. 
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1. INTRODUCTION 

Nowadays the message communications have a vital role in 

our daily works transmission of messages via Internet raises a 

significant number of problems that are not yet solved. For 

example, security, confidentiality, integrity and authenticity. 

To ensure that a third person cannot access the content of 

these messages, the data must be placed in place where a 

mechanism is making incomprehensible transmitted message 

that nobody can read its contents except those legitimate. 

This can be done by setting up a cryptographic system. Many 

techniques [1, 2, 3] have been developed in recent 

years.Stream ciphers are important class of symmetric cipher 

algorithms that comprising three vital property: high speed, 

sufficient security and easily implementable.   

Because of high speed of stream ciphers, they commonly 

applied in telecommunications. These algorithms, convert 

plain texts separately and with key streams into a cipher text. 

On the other hand, key stream is generated by a PRNG. The 

suitable PRNG that applied in such crypto systems should 

have two vital properties: First, the data generated by them 

should have high degree of randomness; to this aim the 

generated bits should be independent from each other. 

Second, the sequence of generated bits should have large 

period that the attackers couldn’t be able to recognize the 

key.  

Considering the way that key stream is generated, that can 

be generated completely independent of text or beside the 

number generator be depend on text then they’ll be called 

Synchronous and Self-Synchronizing respectively. 

A lot of stream ciphers have been proposed until now, we 

only mention to: “RC4”, “Snow”, “RABBIT”, “A5”, “TRIVIUM” 

and etc.  

Also different forms of PRNGs such as “LFSR”, “NLFSR”, “BBS” 

and etc., are applied for producing key stream.   

As an example we refer to [4] which has been applied BBS 

generator for encrypting message.  

In the present paper we applied suitable PRNG called CHCG 

which has large period which allows us to generate a suitable 

and secure key sequence that makes it difficult for attackers 

to break the code [5]. Also the proposed encrypting system is 

designed based on Synchronous model. Finally two examples 

are properly describing the high quality of the proposed 

encrypting system.  The content of the paper is as follows: 

Approach Of Message Encryption is explained in section 2 

and simulation and experimental result presented in section 

3 and in section 4, proposed cryptosystem is analyzed in 

detail by some important ones like key sensitivity analysis, 

histogram analysis, and correlation coefficient analysis.  

Finally conclusion is drawn in section 5. The purpose of the 

present work is to introduce a new approach in message 

encryption. 

2. Approach of Message Encryption and 

Decryption 
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The block diagram of the overall encryption and decryption 

scheme is shown in Fig1. The steps of approach are working 

as follow:  

 Step1: Sender tacks the message .txt file (original message)    

and converts it into its ASCII value.  

  Step 2: Convert the ASCII value into binary coding. 

 Step 3: Read the length of binary coding.  

Step 4: Compute the key stream sequence produced by 

CHCG.   

Step5:  Encryption of binary coding using the CHCG.       

Step 6: Decryption of encrypted binary coding using the 

CHCG. 

Step 7: Get the decrypted message and comparing with 

original message. 

 

 

Fig1. Block Diagram of the Approach. 

 

Algorithm1: Encryption   

1. Read the original message as plain text; 

2. Convert  the original message  into integer 

data;  

3. Convert integer data into binary model; 

4. N=length   of   plain text; 

5. for   i=1  to  N   to  do 

6.     Compute   the   key stream  by  CHCG; 

7.          Encrypt  the data digit by key stream; 

8. end for; 

9. Present to cipher text; 

 

 

 

 

Algorithm2: Decryption 

1. Read the cipher text; 

2. Convert  the cipher text into integer data;  

3. Convert integer data into binary model; 

4. N=length   of   cipher text; 

5. for   i=1  to  N   to  do 

6.     Compute the  key stream  by CHCG; 

7.          Decrypt  the data digit by key stream; 

8. end for; 

9. Present to decrypted text as original message; 

 

3. Simulation And  Exprimental  Results 

This section discusses the obtained results from 

implementing the proposed algorithm. The implementation 

of this simulated project is written in MATLAB 7.8.0 In the 

simulation, one message indicated in table1 is used. By 

comparing the original messages shown in table1, and their 

encrypted messages shown in table3, the encrypted 

messages were very different than original messages. There 

is a string of characters randomly in table3. The main 

objective of this work was to encrypt and decrypt message 

using stream cipher based on CHCG Genarator. In this work 

the message take and was saved as .txt file format. To 

encrypt this message, first we extracted ASCII value from the 

message file and convert the ASCII value into binary coding 

and saved into another data binary file.  The encryption 

algorithm taken the data digit files as input, and performed 

the encryption operation on the file to produce an 

unreadable encrypted message and saved another encrypted 

data digit file.  On the other hand, the decryption algorithm 

taken the encrypted data digit file as input and performed a 

decryption operation on the file to produce the original data 

digit and convert it into integer data. In this work, secret key 

is  . 

Table1. Original message (Plain text) 

 

 

 

Table2. Ascii code of original message 

 

 

 

 

 

Encryption and decryption using CHCG generator. 

Stream ciphers encrypt individual digits of plaintext 

using a time-varying transformation. 

69  110  99 114  121  112  116  105  111  110  97  110  

100  100  101  99 114  112  116  105  111  110  117  115  

105  110  103  68  83  76  103  101 110  101  114  97  116  

111  114. 83  116  114  101  97  109  32  99  105  112  104  

101  114  115  32  101 110  99  114  121  112  116  32  

105  110  100  105  103  105  116  115  32 111  102  32  

112  108  97  105  110  116  101  120  116  32  117  115  
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Table3.  Encrypted message (Cipher text) with k1=102 

 

 

 

 

 

 

 

 

Table4. Ascii code of Encrypted message 

 

 

 

 

 

Table5. Decrepted  message(Plain text) with k1= 102 

 

 

 

4. Security Analysis 

In this section, proposed cryptosystem is analyzed in detail. 

We discuss the security analysis of the proposed encryption 

scheme including some important ones like key sensitivity 

analysis, histogram analysis, and correlation coefficient 

analysis. This is to prove that the proposed cryptosystem is 

suitable point of view of security.  

4.1 Key Sensitivity Analysis 

A good cryptosystem should be sensitive to the secret keys, 

which means change of a single bit in the secret key should 

produce a completely different encrypted message. 

 The cryptosystem was tested to the sensitivity of keys. We 

encrypt the message shown in table3 with the secret key k1= 

102 and, we decrypt their encrypted messages shown table5 

with another different key; K2= 105.  

The result is given by table 6. So it can be concluded that the 

proposed cryptosystem is highly sensitive to the key.  

Table6. Encrypted message with K2=105 

 

 

 

4.2 Correlation Coefficient Analysis  

Table 7 gives the correlation coefficient results. By Cor1, 

Cor2, and Cor3. We called respectively correlation coefficient 

between original message and encrypted message, 

correlation coefficient between original message and 

decrypted message and correlation coefficient between 

original message and decrypted message with wrong key K2. 

It is observed that the values of Cor1 shown in the table 7 are 

quite close to the value of zero, which implies that the 

original message and its encryption are totally different i.e. 

the encrypted message has no features and highly 

independent on the original message. It is also clear that the 

values of Cor2 shown in the table7 are equal to the value 1, 

which is implying that the encrypted message is the same as 

the original message. Thus, values of Cor3 shown in the 

table1 are quite close to the value of zero, which implies the 

original message and decrypted message with wrong key K2 

are totally different. 

Table7. Correlation Coefficent Analysis 

Cor1 Cor2 Cor3 

0.1762 1.0000 0.1109 

 

4.3 Histogram Analysis 

The histograms of original messages and their corresponding 

encrypted messages are shown in table1. It is clear that the 

histograms of the encrypted messages are almost uniformly 

distributed, and significantly different from the respective 

histograms of the original messages. So, the encrypted 

messages do not provide any clue to employ any statistical 

attack on the proposed encryption message procedure, 

which makes statistical attacks difficult. 
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Encryption and decryption using CHCG generator. 

Stream ciphers encrypt individual digits of plaintext 

using a time-varying transformation. 
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(a) 

 

(b) 
Fig2. Histogram analysis: Frame a, shows histogram of 

original message given in table1, and Frame b show the 

histograms of the encrypted messages given in table 3. 

5. Conclusion 

In this Work, an implementation of new approaches using 

stream cipher based on the Chaotic Henon Congruential 

Generator (CHCG) for the encrypted data message was 

developed. Simulations were carried out a message. The 

example indicates that the encrypted message was very 

different than the original message. This method is very 

simple, fast to implementation, the message encryption and 

decryption is an easy task. Here the quality of new encryption 

scheme by the CHCG generator is discussed with an example 

and three different methods. 

Here proposed message encryption is analyzed in detail by 

Key Sensitivity, correlation coefficient analysis and histogram 

analysis. 
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