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ABSTRACT 

In this paper, we presented a new cryptography algorithm to perform encryption and decryption.  We showed that our algorithm not 

only  an alternative method for designing keys in cryptography, but it also has improved security condition from the previous key 

exchange based on Diffie-Hellman problem. We proposed a novel algorithm to be the new platform for our key exchange protocol 

and showed how it was implemented. The performance of the various cryptographic algorithms and ours also compared here. This 

paper also discusses the application of symmetric key cryptography. 
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1. Introduction 

Security is an essential part of an organization; it can be 

achieved by the using various methods or techniques. In 

order to maintain and upgrade the model still efforts are 

required and increase the marginally overheads. The 

encrypted data is safe for some time but never think it is 

permanently safe. After the time goes on there is chance of 

hacking the data by the hacker. Fake files are transmitted in 

the same manner as one can sends the encrypted data. The 

information about the key is present in the encrypt data 

which solves the problem of secure transport of keys from 

the transmitter to receiver. In case of practical system 

encrypted data is passed through the various stations which 

are capable to re-encrypt the data by their own key. There 

are many algorithms available in the market for encrypting 

the data.    

2. Cryptography and its needs 

Cryptography has come to be understood to be the science 

of secure communica2on. Cryptography [7] is a technique 

used to avoid unauthorized access of data. The encryption 

process consists of single or multiple keys to hide the data 

from the intruders. The original text before the encryption 

process is known as Plaintext. The text obtain after encoding 

the data with the help of a key is known as cipher text.  There 

is a need for secured transmission in defense, industries, and 

universities etc. are also requires encryption techniques to 

keep the electronic transfers of funds and access to bank 

accounts secured from the hacker. It is also required for 

secure E-commerce in case of railways, medical and 

communication fields. There are two types in cryptography.  

That is, symmetric and asymmetric key cryptography. 

Symmetric key cryptography uses single key to perform both 

encryption and decryption. The idea of public key 

cryptography was born as a result of two major challenges in 

symmetric key. The first of these was the problem of key 

distribution: if two people who have never met before are to 

communicate using digital systems as a medium, using 

conventional cryptography would mean that they must 

somehow agree on a common key that will be known to 

themselves and no one else. The other problem was the issue 

of signatures: this is a method of providing the recipient of a 

purely digital electronic message with a way of 

demonstrating to other people that it had come from a 

particular person, serving as a signature comparable to a 

written one on a letter. 

3. Previous Work 

In Diffie-Hellman is not an encryption mechanism as we 

normally think of them, in that we do not typically use DH to 

encrypt data. Instead, it is a method for secure exchange of 

the keys that encrypt data. DH accomplishes this secure 

exchange by creating a “shared secret” (sometimes called a 

“Key Encryption Key” or KEK) between two devices. The 

shared secret then encrypts the symmetric key for secure 

transmittal. The symmetric key is sometimes called a “Traffic 

Encryp2on Key” (TEK) or “Data Encryp2on Key” (DEK) [2]. 
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4. Diffie Hellman Key Exchange algorithm 

In order There are two publicly known numbers: a prime 

number q and α an integer that is a primitive root of q. 

Suppose the users A and B wish to exchange a key. User A 

selects a random integer XA < q and computes YA = αXA mod 

q. Similarly, user B independently selects a random integer 

XA < q and computes YB = αXB mod q. Each side keeps the X 

value private and makes the Y value available publicly to the 

other side. User A computes the key as K = (YB) XA mod q and 

user B computes the key as K = (YA) XB mod q.  

These two calculations produce identical results: 

   K = (YB) XA mod q 

       = (αXB mod q) XA mod q 

       = (αXB) XA mod q 

By the rules of modular arithmetic 

       = (αXB XA mod q) 

       = (αXA) XB mod q 

= (αXA mod q) 

= (αXA mod q) XB mod q 

= (YA) XB mod q. 

The result is that the two sides have exchanged a secret 

value. Furthermore, because XA and XB are private, an 

adversary only as the following ingredients to work with: q, α 

YA, and YB[1].   

5. Drawbacks of an Existing Algorithm 

Here they have taken two common values. This algorithm 

works on the prime numbers alone and only used for key 

exchange not for encryption and decryption. Similarly it 

suffers Man in the Middle Attack (MIM). That is the intruder 

of this algorithm can easily modify the values and forwards 

another values to the both parties. 

6. Proposed Work 

User A and User B choose one random number g. User A 

chooses another random number ‘a’ and calculates A=ga, 

appends his name for identification and adds the digits then 

zigzag it, sends this ‘A’ value to the User B. Similarly User B 

chooses another number ‘b’ and calculates B=gb, appends his 

name for identification and adds the digits then zigzag it, 

sends this ‘A’ value to the User A. The User A will compute 

K1=gab. The User B will compute K2=gab . Sender now 

encrypts the message using randomization delta rule with the 

help of  gab . Receiver will decrypt the message using the 

same rule by having that value.  

Example of the proposed work: 

• Let the common public value g be 7. 

• Sender selects another random number a=3, then 

calculates   ga=73 that is, 343. Then zigzag it and read row by 

rows. Then will get 334, append name for an iden2fica2on, 

that is ex ram(r=17, a=0, m=12), therefore the value is 

3334170123. i.e. First digit 3 indicates the number of digits 

and last digit 3 indicates the number of alphabets that the 

name contains. So the sender sends 3334170123 to the 

receiver. 

• Receiver selects another random number b=5, then 

calculates   gb=75 that is, 16807. Then zigzag it and read row 

by rows. Then will get 18760, append name for an 

iden2fica2on, that is ex, alex (a=0, l=11, e=4, x=23), therefore 

the value is 5187600114234. i.e. First digit 5 indicates the 

number of digits and last digit 4 indicates the number of 

alphabets that the name contains. So the receiver sends 

5187600114234 to the sender. 

• Now the sender will have 5187600114234, by 

spliMng first 5 digits and perform reverse zigzag opera2on 

extracts the name of the receiver. Finally will get 16807, 

using mathema2cal func2on sender will find b as 5. At last 

will do gab. That is 7(3) (5)=5764801 Then sender will take 

plaintext “saibaba” do the encryption by using randomization 

delta rule, and sends this encrypted “WGNEHBB” msg to the 

receiver. 

• The receiver will have 3334170123 also performs 

the same process like the sender by spliMng first 3 digits and 

perform reverse zigzag operation extracts the name of the 

receiver. Finally will get 343, using mathema2cal function 

sender will find a as 3. At last will do gab. That is 7(3) (5) 

=5764801. By using receiver will decrypt the msg from 

“WGNEHBB” to original plain text “saibaba”. 

Merits of Proposed Work: 

• Only one common value. 

• It can work both prime numbers and non-prime 

numbers also. 
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• This proposed approach used for encryption and 

decryption. 

• Can use keys alone to achieve Diffie-Hellman 

approach. 

7. Applications 

Our algorithm is used in wider range of applications to 

achieve security by using lower computational power. Some 

are Wireless sensor network, data mining, smart cards, 

biometrics, PC, mobile phones, PDA’s [4] etc. 

Wireless Networks: 

The perception of the public key cryptography is not suited 

for ad-hoc networks because of their poor processing speed. 

Against this, our algorithm is being implemented for 

constraining the resources. Using the Ant net routing 

algorithm, the mutual authentication between source and 

destination is done by our master key exchange algorithm. 

For transmission of images over the insecure channel using 

our algorithm is also possible 

Biometrics: 

In biometric this approach is used for exchanging secret key 

between two parties and ensures both authentication and 

non-repudiation. Here, Diffie-Hellman based encryption 

scheme used, instead of transmitting secret key, user’s finger 

print is stored in database, it is retrieved only at the time of 

authentication, no one can pose as a sender, because of his 

finger print identity. This works puts the cryptanalysts under 

pressure.  The use of this novel algorithm in biometric 

signature creation improves the electronic banking security, 

as the public and private keys are created without storing 

and transmitting any private information anywhere. 

 Data Mining: 

Data mining is used for extracting hidden information from 

various huge data sources; this information must be located 

in multiple locations. So in order to extract this information 

security is an important role. This algorithm is used here for 

ensuring confidentiality and makes secure transmission of 

corporate information. As another approach Privacy 

Preserving Data Mining (PPDM), it uses various techniques to 

modify the original data or generated data (calculated data) 

using data mining methods. 

Smart Cards: 

Smart cards are small, portable, tamper-resistant devices 

providing users with convenient storage and processing 

capability. Because of their unique form factor, smart cards 

are proposed for use in a wide variety of applications. This 

smart card contains many security features that enables 

protection of sensitive cryptographic data and provide for 

secure processing environment. For performing these 

operations our algorithm will scale well. 

PDA’s: 

PDA’s are popular choice for implementing public key 

cryptosystems, because they have more computing power 

compared to most of the other mobile devices, like cell 

phones or pagers. However this PDA’s suffered from limited 

bandwidth and this makes them ideal choice for using this 

novel approach. 

8. Comparison of various algorithms 

This section describes the comparison of various 

cryptography algorithms with our algorithm. They are DES, 

AES, IDEA, Blowfish [5] etc. Comparisons shown in the 

following table. 

 

Features Proposed 

Algorithm 

Symmetric 

Algorithms 

Asymmetric 

Algorithms 

Diffie 

Hellman 

Computational 

power 

moderate high medium poor 

speed good average poor high 

Security high level sufficient high level Suffers 

from 

man in 

the 

middle 

attack 

Table1 Comparisons of Cryptography Algorithms. 

 

Data Encryption Standard (DES)  

 

It is one of the most widely accepted, publicly available 

cryptographic systems today. It was developed by IBM in the 

1970s but was later adopted by the US government as a 

national bureau of standards as an official Federal 

Information Processing Standard (FIPS) for the United States 

in 1976. It uses a 56-bit key to encrypt the 64 bit block size 

data. It processes 64-bit inputs into 64-bit cipher-text and 

algorithm performs 16 itera2ons. 

 

International Data Encryption Algorithm (IDEA)  

 

IDEA is a block cipher designed by James Massey and Xuejia 

Lai and was first described in 1991. It uses 128 bit key length 

which operates on 64 bit blocks. It consists of a series of eight 

identical transformations based upon bitwise exclusive-or, 

addition and multiplication modules. It is based upon 

symmetric cipher and has very weak key design method 

therefore security level of the algorithm is very poor as 

compared to the DES. IDEA not becomes so much popular 

due to its complex structure. 

 

Blowfish  

 

It is a freely available symmetric block cipher designed in 

1993 by Bruce Schneier. It includes key dependent S-boxes 

and a highly complex key schedule which produces 
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overheads. It has a 64 bit block size and a variable key length 

from 1 to 448 bits. The technique uses the concept of sub 

keys; these are generated by the algorithm itself. It is a very 

fast approach for encrypting the data with same keys. When 

keys are changed then new key under goes from pre-

processing operation which consumes more time. 

 

RSA  

 

RSA is a public key system designed by Ron Rivest, Adi 

Shamir, and Leonard Adleman in 1978. The RSA opera2ons 

can be decomposed in three broad steps; key generation, 

encryption and decryption. Two distinct prime number say 

has been selected randomly and then by using the 

mathematical properties such as Euler’s function, Chinese 

remainder theorem, hamming weight and exponential 

functions key has been generated and then encryption 

process takes place. Decryption has been done in the 

receiver section by using the public key concept.  

 

AES 

 

It is a symmetric key encryption standard adopted by the in 

US government in 2001. It was designed by Vincent Rijmen 

and Joan Daemena in 1998 later inspected by Na2onal 

Institute of Standards and Technology (NIST) as U.S. FIPS in 

November, 2001. Various security checks had been 

performed in the procedure and AES was declared the best 

encryp2on standard out of 12 par2cipated standards and the 

use of AES becomes effec2ve in May, 2002. It has 3 different 

key sizes: 128, 192 and 256 bits used for the encryption of 

the 128 bit block size data. It includes three different default 

rounds depending upon the key length i.e. 10 for a 128 bit 

key size, 12 for a 192 bit key size and 14 for a 256 bit key size. 

 
9. Conclusions  

 

In this paper, we presented a new algorithm to do the 

cryptography operations that is encryption, decryption and 

key exchange etc.  In our method of encryption we first 

encrypted the text only, in future this algorithm may use for 

encrypting images also. Our algorithm is good for text 

encryption for a network system as well as for individual 

offline machines. It is also useful for email security since all 

messages stored in the mail box will be displayed as images 

and thus even if someone leaves the e-mail page on it is 

difficult for others to guess the meaning (the original text) of 

these images. In future, we propose to investigate dividing 

the text into blocks and then transfer each block into an 

image and thus create individual key for each block. The 

study of various techniques and algorithms used for the 

secured communication has been discussed. From the 

related work it has been observed that the strength of model 

depends upon the key management, type of cryptography, 

number of keys, number of bits used in a key. 
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