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ABSTRACT 

The RSA cryptosystem, invented by Ron Rivest, Adi Shamir and Len Adleman was first publicized in the August 1977 issue of Scien3fic 

American [1].  The security level of this algorithm very much depends on two large prime numbers [2]. In this paper two dis3nct 

approaches have been dealt with for primality checking. These are deterministic approach and probabilistic approach. For the 

deterministic approach, it has chosen modified trial division and for probabilistic approach, Miller-Rabin algorithm is considered. The 

different kinds of attacks on RSA and their remedy are also being discussed. This includes the chosen cipher text attacks, short 

private key exponent attack and frequency attack. Apart from these attacks, discussion has been made on how to choose the primes 

for the RSA algorithm. The time complexity has been demonstrated for the various algorithms implemented and compared with 

others. Finally the future modifications and expectations arising out of the current limitations have also been stated at the end. 
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1. INTRODUCTION 
The requirements of information security within an 

organization have undergone two major changes in the last 

few decades. With the introduction of the computer the lead 

of automated tools for protecting files and other information 

stored on the computer became evident, especially the case 

for a shared system. No one can deny the importance of 

security in data communica3on and networking [3]. Security 

in networking is based on cryptography [4] & [5], the science 

and art of transforming messages to make them secure and 

immune to attack. The RSA algorithm is the most popular and 

proven asymmetric key cryptographic algorithm [6]. The 

importance of asymmetric key cryptography is that, the 

private key does not to be shared on the network. Only the 

public key is shared. A more formal defini3on [7] of 

asymmetric cryptosystem may be given as: A cryptosystem 

consisting of a set of enciphering transformations {Ee} and a 

set of deciphering transformations {Dd} is called a Public-key 

Cryptosystem or an Asymmetric Cryptosystem if, for each key 

pair (e, d), the enciphering key e, called the public key, is 

made publicly available, while the deciphering key d, called 

the private key, is kept secret. The cryptosystem must satisfy 

the property that it is computationally infeasible to compute 

d from e. The last statement is discussed later in this paper. 

The RSA algorithm first requires two sufficiently large primes 

[8] to be chosen. For this purpose the primality tests of the 

numbers has to be computed. In this regard, deterministic 

and probabilistic approaches have to be considered. The aim 

of this work is to make RSA algorithm run in the normal PC. 

To do this, the large numbers have to fit in the computer 

memory before computation. But every compiler has a limit. 

To overcome this difficulty algorithms have been created on 

how this can be achieved. The algorithms described in our 

previous paper, can be implemented in any programming 

language. For deterministic approach, modified trial division 

has been chosen to demonstrate. For probabilistic approach 

Miller-Rabin algorithm has been chosen. 

This paper consists of the following parts. Ar3cle 1 provides 

the introduc3on. Ar3cle 2 describes the RSA algorithm. 

Ar3cle 3 consists of the determinis3c approaches adopted to 

demonstrate primality checking of the numbers. Ar3cle 4 

deals with the probabilis3c approach. For ar3cles 3 & 4 the 

respective algorithms wherever required are described aided 

with a proof when necessary. Ar3cle 5 is regarding the 

famous RSA conjecture. Several other aspects of RSA and the 

common attacks on RSA are also dealt in this article. Among 

these Fermat’s method is worth to men3on. Ar3cle 6 along 

demonstrate the results and also shows an analysis of the 

results. Finally Ar3cle 7 refers to the in reference of the paper 

and scope for future works. A full list of reference is given at 
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the end of the paper that has been consulted for building up 

of this research paper.  

2. RSA Algorithm 
The RSA algorithm involves three steps: key generation, 

encryption and decryption.  

2.1 Key Genera,on 
RSA involves a public key and a private key. The public key 

can be known to everyone and is used for encrypting 

messages. Messages encrypted with the public key can only 

be decrypted using the private key. The keys for the RSA 

algorithm [9] are generated the following way: 

Choose two distinct prime numbers p and q. For security 

purposes, the integers p and q should be chosen uniformly at 

random and should be of similar bit-length. Prime integers 

can be efficiently found using a Primality test. Compute n = 

p*q. n is used as the modulus for both the public and private 

keys. Compute the to3ent [10]: φ(n) = (p-1)*(q-1). Choose an 

integer e such that 1<e< φ(n), and e and φ(n) are coprime. e 

is released as the public key exponent. Choosing e having a 

short addition chain results in more efficient encryption. 

Determine d (using modular arithmetic) which satisfies the 

congruence relation d*e ≡ 1(mod φ(n)). d is kept as the 

private key exponent. The public key consists of the modulus 

n and the public (or encryption) exponent e. The private key 

consists of the modulus n and the private (or decryption) 

exponent d which must be kept secret. 

2.2 Encryp,on 
Alice transmits her public key (n,e) to Bob and keeps the 

private key secret. Bob then wishes to send message M to 

Alice. He first turns M into an integer 0<m< n by using an 

agreed-upon reversible protocol known as a padding scheme. 

He then computes the ciphertext c corresponding to: 

c≡m
e
(mod n). This can be done quickly using the method of 

exponentiation by squaring. Bob then transmits c to Alice. 

2.3 Decryp,on 
Alice can recover m from c by using her private key exponent 

d by the following computation: m≡c
d
(mod n). 

Given m, she can recover the original message M by 

reversing the padding scheme. 

The above decryption procedure works because: 

m≡( m
e
)

d
(mod n) ≡m

ed
(mod n). 

Now, since e*d=1+k* φ(n),  

m
ed
≡m1+k*φ(n) ≡m*(m

k
) φ(n) ≡m(mod n) 

The last congruence directly follows from Euler's theorem 

when m is relatively prime to n. By using the Chinese 

remainder theorem it can be shown that the equations hold 

for all m. This shows that the original message is retrieved: 

c
d
≡m(mod n). 

3. Deterministic Approach 
In the following papers [11] & [12] the trial division algorithm 

has been dealt with for the deterministic approach. In this 

regard, it must be mentioned that trial division can be used 

both for primality testing and finding factors of numbers. The 

modified trial division has been used along with the 

divisibility tests. A divisibility test is a simple procedure to be 

applied to the decimal digits of a number n so as to 

determine whether n is divisible by a particular small 

number. For example, if the last digit of n is even, so is n. 

Similarly, if the last digit is 0 or 5, then n is a mul3ple of 5. 

Digital divisibility tests for other divisors get more 

complicated [13]. Original trial division is the method of 

sequentially trying test divisors into a number n so as to 

partially or completely factor n. We start with the first prime, 

the number 2, and keep dividing n by 2 un3l it does not go, 

and then we try the next prime, 3, on the remaining 

unfactored portion, and so on. If we reach a trial divisor that 

is greater than the square root of the unfactored portion, we 

may stop, since the unfactored portion is prime. In the 

context of primality test, if a factor is found for a given 

number, then no need to find other factors as the number is 

composite. It thus saves a large time for checking 

composites. However the worst case is that the number is 

prime, so we have to go until the square root is reached. It 

was shown that, taking numbers as string inputs requires 

algorithms to handle the strings and manipulate them as 

integers. It was also shown due the complexity involved in 

finding the square root of a large number, an upper bound is 

considered [14]. This reduces the complexity of finding the 

square root. Further reduction of the time complexity can be 

achieved by considering only the odd numbers. In the 

previous paper it is shown how to find out the lower bound 

of the square root of n efficiently. The prime numbers are 

always of the form 6k+1 and 6k+5 apart from the number 2 

and 3 (As because, 6k+2, 6k+3, 6k+4 are divisible by 2, 3, 2 

respectively). Thus the original trial division for checking a 

prime number, the complexity was √n. The complexity was 

reduced to slightly higher than ½√n. Now the complexity is 

further reduced to 1/3√n. Also the lower bound of the square 

root involves no unnecessary iteration.  It is perfectly 

reasonable to use trial division as a primality test when n is 

not too large. Of course, “too large” is a subjective quality; 

such judgment depends on the speed of the computing 

equipment and how much time you are willing to allow a 

computer to run [15]. On a modern workstation, and very 

roughly speaking, numbers that can be proved to be prime 

via trial division in one minute do not exceed 13 decimal 

digits. However the 3me is reduced and for an 18 decimal 

digits number, it takes about 1 hour 5mins. This is a 

considerable gain. Also the 3me is further reduced to 50mins 

(not considering the time for finding the multiplicative order). 

The following arithmetic operations have been implemented 

with algorithms operating on a string of characters. They are 

Addition, Subtraction, Multiplication, Quotient, Remainder, 

GCD, Lower bound of square root of a number input as string 

[16] and [17]. 

4. Probabilistic Approach 
Suppose we have a theorem, “If n is prime, then S is true 

about n,” where “S” is some easily checkable arithmetic 

statement. If we are presented with a large number n, and 

we wish to decide whether n is prime or composite, we may 

very well try out the arithmetic statement S and see whether 

it actually holds for n. If the statement fails, we have proved 

the theorem that n is composite. If the statement holds, 

however, it may be that n is prime, and it also may be that n 

is composite. So we have the notion of S-pseudoprime, which 

is a composite integer for which S holds. One example might 

be the theorem, If n is prime, then n is 2 or n is odd. Certainly 

this arithmetic property is easily checked for any given input 

n. However, as one can readily see, this test is not very strong 

evidence of primality, since there are many more 

pseudoprimes around for this test than there are genuine 
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primes. Thus, for the concept of “pseudoprime” to be useful, 

it will have to be the case that there are, in some appropriate 

sense, few of them. 

In modern cryptography, special mathematical tools are used 

for generation of prime numbers. Among the other 

probabilistic Primality Tests Miller-Rabin is very efficient [18]. 

Proving this is somewhat difficult, so turn the question up-

side down and convince probabilistically that the number is a 

prime. If the test succeeds then it is a prime (with extremely 

high probability). If the test fails, it is certain that the number 

is not a prime [19]. The Miller–Rabin test relies on an equality 

or set of equalities that hold true for prime values, then 

checks whether or not they hold for a number that we want 

to test for primality. First, a lemma about square roots of 

unity in the finite field Z/pZ, where p is prime and p > 2. 

Certainly 1 and −1 always yield 1 when squared mod p; call 

these trivial square roots of 1. There are no nontrivial square 

roots of 1 mod p (a special case of the result that, in a field, a 

polynomial has no more zeroes than its degree). To show, 

suppose that x is a nontrivial square root of 1 mod p. Then 

x2≡1 (mod p) or, (x-1) (x+1) ≡ 0 (mod p). Since x is nontrivial, 

x is neither 1 nor −1 mod p, and therefore both x−1 and x + 1 

are coprime to p. Hence, neither x−1 nor x + 1 is divisible by 

p. But if a prime divides neither of two integers, it cannot 

divide their product. Therefore: (x-1)(x+1) ≠ 0(mod p). This 

leads to a contradiction, from which we conclude that x 

cannot be nontrivial. Now, let n be an odd prime. Then n−1 is 

even and we can write it as 2s·d, where s and d are posi3ve 

integers (d is odd). For each a€(Z/nZ)*, either a
d
≡1(mod n) or, 

a2^r.d ≡ -1 (mod n) for some 0≤r≤s-1. To show that one of 

these must be true, recall Fermat’s little theorem (which only 

applies for prime moduli): an-1 ≡ 1 (mod n). By the lemma 

above, if taking square roots of an − 1 are con3nued, and 

then it will be either 1 or −1. If it is −1 then the second 

equality holds. In the case taking out every power of 2 and 

the second equality never held, that left with the first 

equality which also must be equal to 1 or −1, as it too is a 

square root. However, if the second equality never held, then 

it couldn’t have held for r = 0, meaning that a2^r. d = ad  -1 

(mod n).  Thus, in case the second equality doesn’t hold, the 

first equality must. The Miller–Rabin primality test is based 

on the contrapositive of the above claim. That is, if one can 

find a such that ad  1 (mod n) and a2^r.d ≡ -1 (mod n) for all 

0≤r≤s-1 then a is a witness for the compositeness of n 

(sometimes misleadingly called a strong witness, although it 

is a certain proof of this fact) [20]. Otherwise a is called a 

strong liar, and n is a strong probable prime to base a. The 

term “strong liar” refers to the case where n is composite but 

nevertheless the equations hold as they would for a prime. 

For every odd composite n, there are many witnesses a. 

However, no simple way of generating such an a is known. 

The solution is to make the test probabilistic: choose nonzero 

a€(Z/nZ) randomly, and check whether or not it is a witness 

for the compositeness of n [21]. If n is composite, most of the 

choices for a will be witnesses, and the test will detect n as 

composite with high probability. There is, nevertheless, a 

small chance that one can hit an a which is a strong liar for n. 

To reduce the probability of such error by repeating the test 

for several independently chosen a. 

In search of a simple and quick method of distinguishing 

prime numbers from composite numbers, we might consider 

combining Fermat tests for various bases a. For example, 

though 341 is a pseudoprime base 2, it is not a pseudoprime 

base 3. And 91 is a base-3, but not a base-2 pseudoprime. 

Perhaps there are no composites that are simultaneously 

pseudoprimes base 2 and 3, or if such composites exist, 

perhaps there is some finite set of bases such that there are 

no pseudoprimes to all the bases in the set. It would be nice 

if this were true, since then it would be a simple 

computational matter to test for primes. However, the 

number 561 = 3 · 11 · 17 is not only a Fermat pseudoprime to 

both bases 2 and 3, it is a pseudoprime to every base a. It 

may be a shock that such numbers exist, but indeed they do. 

They were first discovered by R. Carmichael in 1910, and it is 

after him that we name them. The Miller-Rabin algorithm 

along with the proof of the optimal security parameter is 

given in paper. 

5. RSA Conjecture and Security 

5.1 RSA Conjecture 
The famous RSA conjecture states that Cryptanalyzing RSA 

must be as difficult as factoring. 

However, there is no known proof of this conjecture, 

although the general consensus is that it is valid. The reason 

for the consensus is that the only known method for finding d 

given e is to apply the extended Euclidean algorithm to e and 

φ(n) [22]. Yet to compute φ(n), we need to know p and q, 

namely, to cryptanalyze the RSA cryptosystem, we must be 

able to factor n. To break RSA, or rather to recover the 

plaintext from decrypted text, factorization may not be the 

only possible way. There are several kinds of attacks on RSA. 

For example an instance of chosen ciphertext attack demons 

treated in our paper. It is common to take the ascii value of 

the text as plaintext and encrypt it. The attacker may not 

have to know the private key or do any factorization on n 

[23] and [24]. He simply runs a loop and finds the plain text. 

The time complexity is shown. Another common attack is the 

short private key exponent attack. Here in this case, the value 

of d is chosen is small, so that again the attacker can run a 

loop and decrypt the message. The attacks which are 

discussed, the former one may be prevented by using 

efficient padding and the second one may be solved using a 

short public key [25]. The variable padding scheme not only 

removes the weakness of chosen cipertexts, but also protects 

the message from another kind of attack known as the 

frequency attack. RSA as it is known that for a given plaint 

text it will produce the same cipher text for a given pair of (n, 

e). The idea for variable n-padding is to completely remove 

the frequency attack. For the second kind of attack, along 

with choosing large primes p and q, one must also choose e 

to be small. This is because, for the fact that e and d satisfies 
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the rela3on e*d=1+k* φ(n). If one chooses e to be small then, 

d will be at the order of φ(n)/e. As n is large so is φ(n). Thus it 

makes d large.  

Both the types of attack do not involve factorization of n. 

Now, coming to the difficulty of factorization of n, the primes 

of RSA algorithm must be chosen carefully so that it will be 

difficult to factor. An important thing to note that Miller-

Rabin algorithm states whether a number is probable prime 

but does not reveal any of its factors. However for trial 

division approach, we can see that if any of the primes is 

small, then trial division can easily find it and break RSA. The 

obvious thought would com to choose the two primes as 

close as possible. But it is also very much prone to 

factorization using Fermat’s method. The number which is 

hard to factor using trial division is as simple for Fermat’s 

method. Fermat’s method acts backwards in comparison to 

trial division which acts forward. The next section describes 

how Fermat’s method works. 

5.2 Fermat’s Method 
If one can write n in the form a

2
 − b

2
, where a, b are 

nonnegative integers, then one can immediately factor n as 

(a + b)(a − b). If a − b > 1, then the factoriza3on is nontrivial. 

Further, every factorization of every odd number n arises in 

this way. Indeed, if n is odd and n = uv, where u, v are 

positive integers, then n = a
2
 − b

2
 with a = ½ (u + v) and b = 

½|u − v|. 

For odd numbers n that are the product of two nearby 

integers, it is easy to find a valid choice for a, b and so to 

factor n. For example, consider n = 8051. The first square 

above n is 8100 = 902, and the difference to n is 49 = 72. So 

8051 = (90 + 7)(90 − 7) = 97 · 83. To formalize this as an 

algorithm, we take trial values of the number a from the 

sequence ceil(√n2), ceil(√n2)+ 1, . . . and check whether a
2
−n 

is a square. If it is, say b2, then we have n = a
2
−b

2 
= 

(a+b)(a−b). For n odd and composite, this procedure must 

terminate with a nontrivial factorization before we reach a = 

floor ((n + 9)/6). The worst case occurs when n = 3p with p 

prime, in which case the only choice for a that gives a 

nontrivial factoriza3on is (n+9)/6 (and the corresponding b is 

(n − 9)/6).  

5.3 Algorithm (Fermat method) 
We are given an odd integer n > 1. 

This algorithm either produces a nontrivial divisor of n 

or proves n prime. 

1. [Main loop] 

for (floor(√n) ≤ a ≤ (n + 9)/6)) { 

 // Next, apply 

Algorithm 5.2. 

if (b = √(a2
 − n) is an integer) 

 return a − b; 

} 

return “n is prime”; 

It is evident that in the worst case, Algorithm 5.3 is much 

more tedious than trial division. But the worst cases for 

Algorithm 5.3 are actually the easiest cases for trial division, 

and vice versa, so one might try to combine the two 

methods. In order to avoid such circumstances where the 

auto generated primes chosen to be close to one another, 

time and date are concatenated in the reverse order so that 

the orders of the primes p and q remains the same as well as 

it becomes difficult for the Fermat’s method to factorize it. 

The figure1 describes the proposed approach. In order to 

increase the size of the primes, the value of Figure1 Auto 

generated large keys using Miller-Rabin algorithm power is 

considered and applied wherever applicable to the thus 

newly formed primes p and q. 

 

Figure 1. Auto Generation Process 

 

6. Results and Analysis 

6.1 Deterministic 
Table 1 shows the sta3s3cs for determinis3c approach. The 

pseudo primes considered in the first algorithm for up to 

1018 are 5*1017and for the second algorithm it is 3.3333 * 

1017. So the gain is about (½-1/3)/(1/2)*100=33.33%. 

6.2 Probabilistic 
Table 2 shows the sta3s3cs for probabilis3c approach.  

6.3 Encryption and Decryption 
Table 3 and table 4 shows the sta3s3cs for  encryption and 

decryption time along with the time required to hack simple 

RSA. 
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Average % time increase in encryption = ∑(teisi)/ ∑si. where 

tei is the % time increased in encryption and si is the size of 

the files. 

Average % 3me increase in encryp3on = 101.6% 

Average % time increase in decryption = ∑(tdisi)/ ∑si. where 

tdi is the % time increased in decryption and si is the size of 

the files. 

Average % 3me increase in decryp3on = 54.63% 

The complexity of breaking Simple RSA say O1 and the 

complexity of breaking RSA with variable  

n-padding say O2 then O2  = 10log(n)/2 + O1 .This is clearly 

an exponential complexity and increases with the size of n as 

10log(n)/2 dominates O1 (considering ASCII values are 

considered as plain text) afer a few values of n (for n>1010). 

7. Conclusions and Future Works 

7.1 Normal or Body Text 
This paper is the output for the four papers, two of them 

related to deterministic approach, one to probabilistic 

approach and the last is related to both deterministic and 

probabilistic. It seems that for the second algorithm in 

deterministic approach, consumes less time, it is only related 

to computing the modulo. However extra time is required to 

compute the multiplicative order of a given number.  As the 

size of the number increases, the time required to find the 

multiplicative order increases. Thus on the whole, the second 

approach may not be applied for large numbers. On the 

other hand, Fermat’s method and trial division may be 

combined to check the primality. The number of pseudo 

primes must be decreased to speed up trial division. The 

weakness for the present provides the opportunity for future 

works. The future works are to determine better identities 

for primes to reduce the number of composites in the set of 

pseudo primes. The deterministic approach should compute 

the square root in lesser or provide a proof that no more 

modifications can be made on the square root algorithm. The 

padding scheme used is used with a limited number of digits. 

To check whether the set size could be increased to increase 

the time to break RSA thereby increasing the security of RSA. 

8. Tables/Figures 
 

Table 1. Comparison between times for prime check of the 

previous algorithm and with this deterministic approach (Time in 

seconds) 

Digi

ts 

Prime 1
st

 

Algori

thm 

2
nd

 

Algori

thm 

% 

Gain 

3 101 < 1  < 1  - 

3 751 < 1  < 1  - 

4 1201 < 1  < 1  - 

4 9091 < 1  < 1  - 

5 10753 < 1  < 1  - 

5 76801 < 1  < 1  - 

6 160001  < 1  < 1  - 

6 980801 < 1  < 1  - 

7 1146881 < 1  < 1  - 

7 9011201 < 1  < 1  - 

8 12600001 < 1  < 1  - 

8 99328001 < 1  < 1  - 

9 104857601  < 1  < 1  - 

9 756100001 < 1  < 1  - 

10 1027200001  < 1  < 1  - 

10 9524994049 1  < 1  - 

11 10256250001  1 < 1  - 

11 97656250001 2 1   50.00 

12 100907200001 2 1  50.00 

12 947147262401 3 2  33.33 

13 1079916250001 5  2  60.00 

13 9982699110401 8  6  25.00 

14 12123750000001 10  9  10.00 

14 87770788000001 25  25  00.00 

15 101702694862849 53  54  -1.88 

15 944377409044481 113  88  22.12 

16 1136591040000001 127  106  16.53 

16 9502720000000001 305  257  15.73 

17 12136000000000001 702  518  26.21 

17 95348273971200001 1410  1110  21.27 

18 100663296000000001 1630  1126  30.92 

18 908800000000000001 3990  2980  25.31 
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Table 2. Table for Time required for Auto Generation of keys. The 

primes are subject to change with time and date (Time in seconds) 

floor(log10(p)+1) Power Time (in secs) 

27 - < 1 

27 1 < 1 

53 2 1 

79 3 2 

105 4 6 

131 5 11 

157 6 25 

183 7 50 

209 8 61 

235 9 99 

261 10 133 

288 11 282 

302 12 465 

 

Table 3. A comparisons between the time required for encryption 

and decryption for simple RSA and that for RSA n-padding (Time in 

seconds, Size in KB) (En=Encryption, De=Decryption, In=Increase) 

Size Type 
En 

RSA 

De 

RSA 

En 

pad 

De 

pad 
En In De In 

1  txt 1  2 1 2 00.00 00.00 

10  txt 3 6 4 10 33.33 66.67 

100  doc  19 80 38 105 100.0 31.25 

100  txt 22 85 43 139 95.45 63.52 

1000  doc 235 937 473 1398 101.2 49.19 

1000  txt 241 954 489 1477 102.9 54.82 

121  pdf 35 138 77 244 120.0 76.81 

14  gif 5 17 14 59 180.0 247.0 

427  jpg 125 473 247 732 97.60 54.75 

44  mp3 11 39 20 71 81.81 82.05 

 

 

Table 4. A comparisons between the time required for decryption 

and hacking simple RSA (Time in seconds, Size in KB) 

Size Type 
Encryption 

Time RSA 

Decryption 

Time RSA 

Hack Time 

RSA 

1  txt 1  2 3 

10  txt 3 6 45 

100  doc  19 80 345 

100  txt 22 85 373 

1000  doc 235 937 4123 

1000  txt 241 954 4370 

121  pdf 35 138 612 

14  gif 5 17 73 

427  jpg 125 473 2083 

44  mp3 11 39 176 
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