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ABSTRACT 

In a secret sharing scheme, each participant receives a share of a secret in such a way that only authorized subsets can reconstruct 

the secret. In a weighted threshold scheme each participant has his/her own weight. A subset of participants is authorized to 

reconstruct the secret if the sum of their weights is greater than or equal to the threshold. In this paper, we present a weighted 

threshold secret sharing scheme using Shamir’s secret sharing scheme in which the threshold is one. Finally, we give an example of 

our scheme to show the efficiency of our scheme.    
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INTRODUCTION 
There are many situations in which the concurrence of 

several designated persons is necessary to initiate an action. 

For example, opening a bank vault, or authenticating an 

electronic funds transfer. In these situations, secret sharing 

schemes are discussed.  

Informally, a secret sharing scheme is a method of 

distributing a secret among a set of participants in such a way 

that authorized subsets of participants can reconstruct the 

secret from their shares of information and no authorized 

subsets have absolutely no information on the secret. In 

other worlds, a secret sharing scheme is a cryptographic 

technology that safely manages password keys by dividing 

them into segments [4].  

A secret sharing scheme allows to share a secret among 

several participants such that only certain groups of them can 

recover it. Verifiable secret sharing has been proposed to 

achieve security against cheating participants. Its first 

realization had the special property that everybody, not only 

the participants, can verify that the shares are correctly 

distributed. Such schemes are called publicly verifiable secret 

sharing schemes. In this paper, we discuss Shamir’s scheme, 

and then we present a novel weighted threshold secret 

sharing scheme using Shamir’s secret sharing scheme. 

The most fundamental approach to secret sharing is the 

method proposed by Shamir [1] and Blakley [3] in 1979. 

Among � participants sharing secret information segments, 

original secret information can be restored by gathering � or 

more random participants. In this method, secret information 

cannot be restored with less than � participants. It is referred 

to as ��, ��-threshold scheme. The access structure of a 

secret sharing scheme is the family of authorized subsets. Of 

course, any subset that contains an authorized subset must 

be authorized. 

Recently, many secret sharing scheme have been introduced.  

Some of them investigated secret sharing scheme based on 

post quantum cryptosystems [2, 11], some of them studied 

secret sharing schemes based on finite automata 

cryptosystem [5], and etc.  

Chum et al introduced Hash function-based secret sharing 

scheme designs [6]. Ou presented Reversible AMBTC-based 

secret sharing scheme with abilities of two decryptions [7]. 

Later some multi secret sharing scheme have been 

introduced [9, 10]. But they are not weighted threshold 

secret sharing scheme.  

In this paper, we present a weighted threshold secret sharing 

scheme using Shamir’s secret sharing scheme. In a weighted 

threshold scheme each participant has his/her own weight. A 

subset of participants is authorized to reconstruct the secret 

if the sum of their weights is greater than or equal to one.   

The outline of this paper is organized as follows: in Sec>on 2, 

we present Shamir’s Secret Sharing Scheme; sec>on 3 is 

devoted to describe the proposed scheme; in sec>on 4, we 

investigate the security analysis of the proposed scheme; and 

finally, we give an example in section 5.  
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Review of Shamir’s Secret Sharing Scheme 
Shamir’s scheme has three phases: parameter setup phase, 

construction phase, and reconstruction phase. We briefly 

present these phases as follows. 

•       Parameter setup phase 

Suppose that � be the secret of scheme. Shamir’s scheme 

is ��, ��-threshold scheme. The dealer chooses a 

polynomial 

                            	�
� � �  ∑ ��
����
���  ��� �,  

where � is the secret of scheme and � is a big prime 

number.  

• Construction phase 

Suppose that � be the secret of scheme. Shamir’s scheme 

is (n, m)-threshold scheme. The dealer chooses a 

polynomial 

                           	�
� � �  ∑ ��
����
���  ��� �,  

where � is the secret of scheme and � is a big prime 

number. The dealer performs the following steps:  

1. Choose the random numbers 

                        
� ,  � � 1,2, … , �.  

2. Compute the numbers 

                �� � 	�
�� ,  � � 1,2, … , �.  

3. Distribute �
� , ��� to the participant �� for 

� � 1,2, … , �.  

Note that, the original scheme uses the modular 

arithmetic.  

• Reconstruction phase 

The qualified participants can retrieve the secret using the 

following steps:  

1. Pool their shares. 

2. Interpolate their shares.  

3. Compute the secret � � 	�0�. 

Note that only � participant or more than � participant can 

retrieve the secret but less than � participant cannot obtain 

any information on the secret.   

Shamir's ��, ��-threshold scheme has the following 

properties: 

1. Secure against malicious parties: If less than � 

participants pool their shares they cannot obtain 

any information on the secret.  

2. Minimum size: The size of each share does not 

exceed the size of the secret. 

3. Extensible property: When � is kept fixed, some 

shares can be dynamically added or deleted 

without affecting the other shares. 

4. Dynamic property: The security of scheme can be 

easily enhanced by changing the polynomial and 

constructing new shares without changing the 

secret.  

5. The scheme is one-time.  

6. The scheme only allows revealing a secret, and not 

computing with it. An example of the relevance of 

this problem is the following. There is a PGP private 

key scheme where a private key is shared across 

three machines, so that three machines need to get 

hacked into for security to be compromised. 

However, it should be the case that to use the 

private key for computation, no one machine 

should ever, even temporarily, hold the entire key 

and represent a single point of failure. If we used 

the Shamir scheme to share the private key as a 

secret among three machines, then to decrypt a 

message, we would undesirably need a single 

machine to know the entire private key  

The Proposed Scheme 
Let the participant �� has the weight �� which is the power of 

secret retrieving. In addition, suppose that   is the number 

of decimal points of ��s. If a qualified subset of participants 

pool their shares then they can retrieve the secret. In fact, 

since a qualified subset of participants has the summation 

weight   

                                               ∑ ��� ! 1,  

they can retrieve secret. Our scheme has two phases: 

construction phase, and reconstruction phase. We present 

these phases as follows.   

• Construction phase 

Suppose that � be the secret of scheme �� is the weight of 

participant �� and   is the number of decimal points of ��s. 

The dealer chooses the integer numbers 

                                            ��, �", … , ����  

and constructs the polynomial 

                               	�
� � �  ∑ ��
����
���  ��� �,  

where � is the secret scheme and � is a big prime number.  

The dealer performs the following steps:  

1. Compute the total weight 

                                           # � ∑  ��� .  

2. Choose the random numbers 

                                    
� ,  � � 1,2, … , #.  

3. Compute the numbers 

                             �� � 	�
�� , � � 1,2, … , #.  

4. Distribute the values 

                                 $%
�& , ��&'()��
*+  and �  

to the participant �� for � � 1,2, … , �.  

• Reconstruction phase 

The qualified participants can retrieve the secret using the 

following steps:  

1. Pool their shares. 

2. Interpolate their shares.  

3. Compute the secret � � 	�0�. 

Note that only the qualified participant, which have totally 

the weight ∑ ��� ! 1, can retrieve the secret.   
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Security analysis 
In this section, we survey the security of the proposed 

scheme. Suppose that some malicious participants pool their 

shares such that their total weight is less than one. We know 

that to interpolate a function of degree � , 1, the malicious 

parties need at least � points. Since the total weight of their 

shares is less than one, the number of points of malicious 

parties is at most � , 1. In other words, since  

                                                 ∑ ��� - 1,  

thus  

                                             ∑  ��� - � , 1. 

Therefore, the malicious parties cannot interpolate and 

obtain the function 	�
�. This proves that the system is 

secure.  

Example 
To show the efficiency of our scheme, we present an 

example. Suppose that the dealer wants to share the secret 

� � 8 to the participants  

                                               ��, �", �/, �0, �1  

where they have the weights 

                                            0.5,0.4,0.5,0.3,0.2  

respectively. Suppose that  � 10.  

Table 1. The shares of par>cipants in the Example 1. 

Parameters weights 
Number of 

shares 

Participants 

�� 0.5 5 

�" 0.4 4 

�/ 0.5 5 

�0 0.3 3 

�1 0.2 2 

Summation 5 1.9 19 

The dealer performs the following steps:  

• Construct the function 

                  	�
� � 8  6
 , 
7 ��� 17.  

• Compute 

           # � ∑  ��� � 5  4  5  3  2 � 19. 

• Choose the random numbers 

                 
� � � ,  � � 1,2, … ,19.  

• Compute the numbers 

                �� � 	�
�� ,  � � 1,2, … ,19.  

• Distribute 

                            $%
�& , ��&'()��
:*+  ,  � 

to the participant 

                           �� ,  � � 1,2, … ,19  

according to the Table 1. 

Table 2. The shares of par>cipants in the Example 1. 

P
a

rticip
a

n
ts 

Shares Points Respectively 


� � � 
�� � 	�
�� 

� 8  6
� , 
�7 ��� 17 

�� 1,2,3,4,5 13,1,12,11,9 

�" 6,7,8,9 16,6,14,2 

�/ 10,11,12,13,14 10,0,7,5,4 

�0 15,16,17 15,3,8 

�1 18,19 13,1 

Now if some qualified participants pool their shares, then 

they can recover the secret. For example, suppose that �� 

and �/ pool their shares and obtain the set of points 

      $�1,13�, �2,1�, �3,12�, �4,11�, �5,9�, 
                 �10,10�, �11,0�, �12,7�, �13,5�, �14,4�(. 

They interpolate these points and obtain 

             	�
� � 8  6
 , 
7 ��� 17. 

Then they obtain � � 	�0� � 8.  

CONCLUSIONS 

In this paper, we introduced a weighted threshold scheme in 

which each participant has his/her own weight. We showed 

that a subset of participants is authorized to reconstruct the 

secret if the sum of their weights is greater than or equal to 

one. In fact, we presented a weighted threshold secret 

sharing scheme using Shamir’s secret sharing scheme. Finally, 

we presented an example to show the efficiency of our 

scheme.  
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