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ABSTRACT 

Quantum cryptography is catching the attention of scientists; it is considered to be the future of the security world. Quantum key 

distribution (QKD) is defined as sharing a secret key under unconditional cases.  The mechanism that maps the photons through 

different scenarios is called a protocol. QKD protocols have been presented such as BB84, KMB09 and AK15. This paper will be 

focused on the KMB09 and AK15 protocol and show the efficiency of using the indices to encode and decode the transmi4ed 

particles. Moreover, the paper presents the power and the weaknesses of both protocols.  
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1. INTRODUCTION 
Sharing an unconditional secret key between legitimate 

parties in the quantum channel will be maximally guaranteed 

by the law of physics. The quantum key distribution (QKD) is 

a procedure that produces a secret key which can be shared 

between the communicated par8es. In 1984 [1, 2], Charles 

Bennett and Gilles Brassard presented a distinctive protocol 

that utilizes four states of photon into two bases. After the 

above mentioned study, few more protocols were invented 

to present different theories, algorithms, and mechanisms. 

One of these quantum protocols is the protocol that was 

announced by Muhammad Khan, Michael Murphy and Almut 

Beige in 2009. This protocol is named KMB09 based on their 

research. The KMB09 protocol comes with the same usage as 

the BB84, and SARG04 protocol [3]. 

The exchanged photon by legitimate parties might face 

interrup8on by environment or eavesdroppers. The KMB09 

protocol was designed to stand against Photon-Number-

SpliBng a4acks. Moreover, the KMB09 uses a technique 

which is different approach in classical channel. KMB09 is a 

technique that uses legitimate parties (Alice as sender, and 

Bob as receiver) to detect the presence of the eavesdropper 

(Eva as eavesdropper) by Index Transmission Error Rate 

(ITER) and Quantum Bit Error Rate (QBER). Unlike the BB84 

which is just using the QBER technique. The ITER is the 

labeled index based on the dimension of the created photon, 

where each transmitted photon is placed in a table (as a 

matrix) [4]. Alice knows the loca8on of each photon as well 

as its place in the index, she will then announce these indices 

by using a classical channel to Bob. 

Using a matrix in preparing a quantum string is introduced in 

AK15 protocol [5], where the sender prepares the qubits by 

filling the converted plaintext into the matrix (or matrices). 

On the other hand, Bob measures the upcoming qubits by re-

sor8ng the qubit string in the matrix. The AK15 protocol 

creates an authentication channel before submitting a key, 

then the classical channel is established unlike during the 

KMB09 protocol. Therefore, the AK15 protocol does not 

require classical communications to correct the date or to 

detect the presence of eavesdropper. This paper will explain 

the power of two dimensional states that are already 

displayed in the KMB09 and AK15 protocols. Moreover, it will 

compare the two protocols and show the stability of these 

protocols against different quantum attacks.     

2. The KMB09 Protocol 
In 2009 [6], Muhammad Khan et al. presented a new QKD 

protocol that was tailored to be robust against Photon-

Number-SpliBng (PNS) a4acks [7]. The KMB09 protocol 

utilizes those two techniques that are involved in ITER and 

QBER for correcting errors.  There is no required distinct 

correlation between both techniques. On the other hand, the 

KMB09 protocol s8ll requires a classical channel to detect any 

errors that have occurred there when there has been a 

change to the qubits in the quantum channel. 

� �  �|����: 
 � 1,2�, 
� �  �|����: 
 � 1,2�. 

The states e and f are the shared states between Alice and 

Bob, and the labeled index refers to the state dimensions. 
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Moreover, Eve can create a state to eavesdrop the states 

between Alice and Bob g.   

� �  �|����: � � 1,2� 
This protocol is summarized in sequential steps based upon 

the original protocol as follows: 

1. Alice initiates a string of random qubits through 

one of the prepared states |���� or |���� that will be 

assigned in a random index i = 1, 2 ... N. 

2. Alice sends the prepared qubits to Bob. 

3. Bob measures the upcoming qubits into random 

states e or f. 

4. Alice then informs Bob in a public channel for the 

indices (i) that already were used in the secret key.  

5. Bob matches the measured qubits and the indices 

that were submitted by Alice. He should obtain the 

secret key by emitting the failed measured qubits, 

and he keeps the succeeded qubits. 

6. Alice and Bob will communicate to negotiate about 

the agreed qubits and decide that if an 

eavesdropper was present in the data.  

7. Alice and Bob determine the error that has 

happened, which can be a small error to ignore or 

high error rate which will cancel the whole secret 

key.  

 

Table 1. The KMB09 Protocol Indices 

Basis used by 

Alice 

Bob measures 

Same index Different index 

e f e f 
e meaning 0 × × Error 0 
f meaning 1 × × 1 Error 
 

3. The AK15 Protocol 
The AK15 protocol is a quantum protocol to treat the 

authentication between the legitimate parties. This protocol 

was presented in 2015 [5] by A. Abushgra and K. Elleithy. The 

major idea of designing this protocol is to improve the 

efficiency of the submission of qubits. The first phase of the 

protocol is using entangled states to prove the authentication 

by tensor EPR pair state [8, 9] with the unknown state. The 

second phase is about transmitting a string of qubits after 

approving the first part. The transmission will be the 

quantum channel and it does not require any classical 

communication because the receiver already has an open key 

(OK) to detect any eavesdropper in the quantum 

transmission. 

���� � ������� � � ��
�

�� 
 

Where g is the EPR pair paradox that was confirmed between 

Alice and Bob, and n is the length of the EPR string that was 

submitted by Alice. Then Bob prepares the received qubits 

into a matrix format (Mxy) that will be calculated based on 

the formula as follows: 

 

!"# �  ∑ %|�&���� 
'  ( � 

where %|�&�� is the tensor product of the Open-Key string 

that is submitted in EPR format (entangled state), n is the 

number of  matrices (if any), and R is the matrix indices. 

The prepared matrix should be formatted in equal size 

(columns = rows), and it will be calculated based upon the 

matrix indices R as well as the number of matrices if found. 

The size of the matrix must be same at the receiver 

preparation table such as the sender side.  

The communicated par8es in the AK15 protocol must ini8ate 

an EPR channel during the preparation period of the qubit 

submission through the quantum channel. Both submissions 

will be simultaneously completed. Bob (the receiver) will 

keep the qubits in quantum memory without measuring until 

confirming the connection between him and the sender 

(Alice). If the EPR channel was approved by Bob and Alice, 

the communication will be over because Bob already has 

received the needed codes. Also, the protocol’s mechanism 

detects any presence of eavesdroppers, as well as the 

eavesdropper cannot gain any data. 

|�&� � 1
√2 �|�00� + |1�1��, 

|�,� � 1
√2 �|�01� + |1�0��. 

The above entangled states are initiated randomly by Alice, 

and she also creates the unknown particle that should be in 

one of the four superposition states. 

|�-� � 1
√2 �|�0� . |�1�� 

The EPR string must provide the authentication with a unique 

code that will be used by Bob in the error correction phase. 

Next, the quantum string will be created in four states and 

two bases with flexibility to raise the number of states. 

 

4. The differences between KMB09 and AK15 

protocol 
The iden8fica8on of KMB09 states are given by the index’s 

cells where Alice has kept the created photon that are used 

just in the classical communication. Moreover, Alice cannot 

verify the identity of Bob either in their quantum channel, 

where it is impossible to know who is the sender or the 

receiver; or in their classical channel, where there could be a 

weak point in transmission of qubits. Thus in both channels 

there can be a loss of information between sender and 

receiver. On the other hand, the index’s labels are used in 

AK15 through the EPR and quantum channels. The usage is a 

code that should be created in the EPR channel and then be 

used in the quantum channel by Bob.  
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Table 2. SHOWS THE MEASUREMENT OF QBER RATE AND 

RUN-TIME EXECUTION 

Operation KMB09

QBER (% of qubit sent/receive) 0.6250 

Run-Time (m/s) 0.0035 

 

The AK15 protocol totally works on an ideal condi8on, where 

there is no error rate occurring in the quantum channel 

unlike the KMB09 protocol. The KMB09 is 

measurement that should be done between Alice and Bob, 

where the measured bases are studied in order to verify the 

transmission between the two; in order to reduce error. Even 

though placing a restriction on the measurement could make 

it hard for Eve operate, the protocol will create poor bits 

which means low efficiency. AK15 protocol has resolved this 

problem by using many techniques such as decoy states, 

index’s cell, and parity vector. 

Fig 1: shows the White noise in the KMB09 Protocol

 

Fig 2: shows the White noise in the AK15

The simplicity of the protocol process is one of KMB09’s 

features, where the run 8me execu8on for KMB09 is less 

than the AK15 protocol. The used matrices in the quantum 

exchanges in AK15 requires the protocol to run in extra time, 

and also it uses parity states that almost equal the exchanged 
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 0.7813 

 0.0037 

The AK15 protocol totally works on an ideal condi8on, where 

there is no error rate occurring in the quantum channel 

unlike the KMB09 protocol. The KMB09 is restricted by a 

measurement that should be done between Alice and Bob, 

where the measured bases are studied in order to verify the 

transmission between the two; in order to reduce error. Even 

though placing a restriction on the measurement could make 

rd for Eve operate, the protocol will create poor bits 

which means low efficiency. AK15 protocol has resolved this 

problem by using many techniques such as decoy states, 

 

: shows the White noise in the KMB09 Protocol 

 

AK15 Protocol 

The simplicity of the protocol process is one of KMB09’s 

features, where the run 8me execu8on for KMB09 is less 

than the AK15 protocol. The used matrices in the quantum 

rotocol to run in extra time, 

and also it uses parity states that almost equal the exchanged 

data. Furthermore, the majority of spent 8me in KMB09 

protocol is mostly wasted in the classical communication, 

where correcting errors takes a long time to confi

data. On the other hand, AK15 protocol does not require a 

classical communication or error correction because it is 

already embedded in the EPR communication.

 

Fig 3: shows the correlation between submitted and 

received of 128 qubits in the KMB09 

 

Fig 4: shows the correlation between submitted and 

received of 128 qubits in the AK15

 

Moreover, security is a major goal that all communicated 

parties are looking for. As shown systematic experimental 

approach by running a new code,

stability against the common quantum attacks such as MIMA 

[10, 11], IRA [12], and PNS [7] a4acks. The security in KMB09 

is based on uncovering some or all indices that should be 

shared between Alice and Bob. On the other hand, AK1

does not uncover any indices through the quantum 

communication as long as it is verified by the EPR channel. 

Therefore, there is no communication after quantum bits are 

exchanged since the authentication must be proved during 

EPR channel as well as by the op
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data. Furthermore, the majority of spent 8me in KMB09 

protocol is mostly wasted in the classical communication, 

where correcting errors takes a long time to confirm the 

data. On the other hand, AK15 protocol does not require a 

classical communication or error correction because it is 

already embedded in the EPR communication. 

 

: shows the correlation between submitted and 

received of 128 qubits in the KMB09 Protocol. 

 

 

: shows the correlation between submitted and 

eived of 128 qubits in the AK15 Protocol. 

 

Moreover, security is a major goal that all communicated 

parties are looking for. As shown systematic experimental 

approach by running a new code, the AK15 has proved its 

stability against the common quantum attacks such as MIMA 

[10, 11], IRA [12], and PNS [7] a4acks. The security in KMB09 

is based on uncovering some or all indices that should be 

shared between Alice and Bob. On the other hand, AK15 

does not uncover any indices through the quantum 

communication as long as it is verified by the EPR channel. 

Therefore, there is no communication after quantum bits are 

exchanged since the authentication must be proved during 

e open key code. 
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4. CONCLUSION 
The main concept behind comparing KMB09 and AK15 is to 

briefly demonstrate the power of using multi-dimensional of 

photon measurement during QKD creation. Also, the both 

protocols have been simulated into different environmental 

scenarios such as zero noise, presence of eavesdropper, and 

op8cal misalignment. Moreover, KMB09 and AK15 protocols 

were tested in quantum codes by MATALB libraries that 

helped to simulate the protocols into superposition states 

mathema8cally. As result, AK15 protocol is more secure and 

reliable against well-known quantum attack, but the protocol 

has a complicated procedure between the legitimate 

communicators. The KMB09 protocol has a light process and 

stability against PNS attack, but it is still untrusted against 

other attacks. 
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